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EDITOR’S FOREWORD

As soon as one first encounters the work of Mihailo Petrovi¢, it becomes evident that he
was a person that according to its numerous traits was a polymath. Above all, the academician
Petrovi¢ was a gifted mathematician and a renowned professor at the University of Belgrade, but
also a fisherman, writer, philosopher, musician, world traveler and a travel writer. He earned a de-
gree in mathematics at the Belgrade Grand School and a licentiate degree in mathematics, physics
and chemistry at the Sorbonne. At the age of 26, only a year after he had completed his studies,
he defended his PhD degree in mathematics at the same university, as a student of the famous
French mathematicians Henri Poincaré, Charles Hermite and Charles Emile Picard. In the same
year (1894) he was elected to the position of professor at the Grand School to which he brought
the spirit of the French mathematical school. It was at that point that his long and prolific jour-
ney through science began, whereas, owing to him, Belgrade achieved parity with other major
European centers in mathematical sciences. He became an initiator and a leader of the Serbian
mathematics and strongly contributed to the spirit of the modern European science in Serbia.

Petrovi¢’s expertize spanned several mathematical areas in which he achieved scientific
results of world-class relevance: differential equations, numerical analysis, theory of functions
of a complex variable and geometry of polynomials. He was also interested in natural sciences,
chemistry, physics and biology, and he published scientific papers in these fields, too. In his
scientific endeavor he managed to meet the most rigorous standards of the most developed Eu-
ropean countries. In a brilliant rise, in a few years’ time, up to the early 20" century, he wrote
around thirty papers that he published in the leading European mathematical journals. It was
due to this fact that he was elected a member of the Serbian Royal Academy as early as at the
age of 30, and soon after he became a member of a number of foreign academies and promi-
nent expert societies. He won the greatest respect of the global mathematical community: he
was among few mathematicians (13) who delivered at least five plenary lectures or lectures as a
visiting lecturer at the International Congress of Mathematicians (ICM). He delivered five such
lectures (1908, 1912, 1924, 1928 and 1932). One such invitation has been considered by the
mathematical community as an equivalent of an induction to a hall of fame. In addition, it has
been considered that Petrovi¢ was a founder of new scientific disciplines, namely mathematical
phenomenology and spectral theory. He invented several analogue computing machines, pos-
sessed technical patents and was the main cryptographer of the Serbian and Yugoslav Army.



Up to the Second World War he was the mentor of all doctoral thesis in mathematics defended
at the University of Belgrade. Aforementioned is related to one of professor Petrovi¢’s greatest
and most important achievements — he was a founder of the Serbian mathematical school that
has produced a great number of renowned and successful mathematicians not only in Serbia but
also around the world.

In 2018, the Serbian Academy of Sciences and Arts and mathematicians in Serbia cele-
brate the 150" anniversary of the birth of Mihailo Petrovi¢ Alas. Throughout this year, the Acad-
emy has organized a large exhibition dedicated to Petrovi¢, alongside a solemn gathering and a
conference. This monograph commemorates this important jubilee of the Serbian mathematics.
Given the fact that a lot of articles on Petrovi¢ have already been written, and that his collected
works were published at the end of the last century, the editors and authors of the papers in this
monograph were faced with a daunting task of finding some new details from professor Petro-
vi¢’s life and career. Even more so given that his body of work is immense, spanning different sci-
entific areas and encompassing topics that at first glance one finds difficult to combine. As Dra-
gan Trifunovi¢, Petrovi¢’s biographer and a man who most thoroughly studied his life and work,
noted on one occasion that almost an institute was necessary that would encompass professor’s
entire body of work. Therefore, we set a relatively modest goal to ourselves to shed light upon
some main points of Petrovi¢s life and work, times and circumstances he lived in, as well as to
elaborate on the present developments in relation to the Serbian mathematical school, through a
selection of papers. The authors of the papers steered clear of technical details and excessive use
of mathematical language. Hence, the monograph is intended for a broader readership, in par-
ticular to those readers who are interested in the history of Serbian science and its evolvement at
the turn of the 20" century, but also to those who want to gain a deeper insight into the life of
a brilliant mathematician and a polymath, and, we can quite freely say, an unusual personality.

7. Mijajlovi¢, S. Pilipovi¢, G. Milovanovié¢
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MIHAILO PETROVIC ALAS AND THE STATE
CRYPTOGRAPHY OF THE INTERWAR PERIOD

Miodrag J. MIHALJEVIC
Mathematical Institute of SASA

History acknowledges, and owing to the increasing significance of
the field in which he left his mark, history is to place an ever-greater em-
phasis on the work of Mihailo Petrovi¢ Alas in the domain of state cryp-
tography in the period between the two world wars. The results of Petro-
vi¢’s work in the field of cryptography have not stayed on public records,
which is not surprising given that research findings in cryptography were
in the interwar years classified as military and state secrets. The available
documents taken from the Serbian Armed Forces General Staff and the
Ministry of the Army and Navy, dating from the period prior to World
War II, show that, from the perspective of the general horizon of knowl-
edge at the time, Mihailo Petrovi¢ made significant breakthroughs in the
design and analysis of coding systems, as well as in the training of staff
that operated in the area of cryptography for the purposes of the state.

Petrovi¢’s accomplishments in the field of cryptography and
coding have been documented in the 15 volumes of the Cipher Bureau
of the Intelligence Unit of the Armed Forces General Staff of the King-
dom of Yugoslavia, under the title Kriptografija - skola za obuku na $ifri
(Cryptography: Code School), and in 24 volumes under the title Sistem (za
Sifrovanje) (Coding System). Based on those documents, the work of Pet-
rovi¢ and the ensuing results can be found in the following areas: (a) the
methods for encryption; (b) the methods for “breaking” the codes, and
(c) educational materials related to the techniques for enciphering and
deciphering the encrypted messages.




The basic aim of this chapter is to present the illustrative elements
of the source documents accompanied by appropriate commentary. It should
especially be noted that an evaluation of cryptographic security of the pre-
sented coding systems from modern perspective does not represent the sub-
ject of this chapter, because history has shown that nearly all coding systems
in operational use prior to World War II are now completely insecure. This
fact represents an outcome of the accumulation of knowledge about the tech-
niques that can be used for deciphering the coding systems, as well as of the
now available state-of-the-art technological resources.
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CODING IN THE PRESENT DAY AND IN
THE INTERWAR PERIOD

Our present-day reality represents leading a “parallel life” in real and
digital space, which we use for communication and which contains informa-
tion of vital importance for our daily life. In the digital space there are no
boundaries that separate us one from another and, in order to ensure security
and privacy, cipher techniques have been used on a massive scale. The wide-
spread use of ciphers is one of the features that differentiate the present-day
coding from that of the time when Mihailo Petrovi¢ was concerned with it.
Modern cipher techniques are “a product of cryptology”, a mathematics-based
scientific discipline: in his time, cryptology had not yet existed as a distinct
scientific discipline - the emergence of cryptology as a scientific discipline is
tied to reference [1]. Since the mid-twentieth century, cryptology has been es-
tablished and intensively developed as a foundation for ensuring security and
privacy in the digital space, in which the encryption techniques represent one
of the key elements. It now includes a set of other elements that are generally
classified either within the domain of cryptography or within cryptanalysis.
Plainly speaking, cryptography deals with techniques for protection, while
cryptanalysis is concerned with techniques for the evaluation of the security
of protection or with techniques for “breaking” the cryptographic protection.

A century ago, coding was not developed within a separate scientific
discipline, but either as “a specific craft” or, as in Petrovis case, as “coding
designed by a mathematician”

Cryptography, which once, including his time, was associated only
with encryption, has been developed for over two millennia as a skill that en-
ables the protection of secrecy of information, and it is now one of the funda-
mental approaches for ensuring the security and privacy in the digital space.
Over the centuries, a great number of methods have been developed for pro-
viding cryptographic protection or coding. Up until the 1950%, coding was
based on a combination of skillfulness and mathematical methods.

The present-day cryptology is based on the pool of knowledge com-
pared to which the one that served as the basis for the design and analyti-
cal methods of coding in the 1930’s had been modest to say the least, and
thus could not provide the basis for the design characterized by a long-lasting
and high-level security. Of this Petrovi¢ was well aware: in the introduction to
cryptography contained in the volumes in reference [3], he points to the fact
that all encryption techniques used in World War I appeared to be insecure,
and that it is believed to be necessary to frequently modify the methods of en-
cryption in operational use. This can be exemplified by the following original
text from the notebook Cryptography: Basic Concepts [reference 3]:

However, few are those who
managed to keep the secret
of their code intact for long.

It is firmly established

that, during the last World
War, no method, mode

or system of secret corre-
spondence could have been
used over a longer period
of time.
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Figure 1: Basic information on the
module, Notebook 12, reference [3]

Figure 2: Image of the module,
Notebook 12, reference [3]

From Notebook 12, reference [3]
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ALGORITHMS FOR ENCRYPTION

The documents that were at our disposal indicate that the Ministry of
the Army and Navy of the Kingdom of Yugoslavia used at least 24 systems for
encryption labeled as “System” followed by one of the ensuing numbers: 1, 1a, 2,
2a, 3, 33,4, 4a, 5, 6, 6a, 7, 7a, 8, 9, 10, 10a, 11, 12, 13, 14, 15, 16, 17, 18.

The application of the said systems had the following basic requirements:
(a) a trained cryptographer, (b) written instructions for work, and (c) only in some
cases, certain mechanical devices. The result was to be written on paper and further
communicated in the prescribed way, most frequently by telegraph or courier.

If it was included in the system, the basic device used for enciphering
was the so-called cipher slide (French reglette) - the cited information concern-
ing the slide is presented in the following three figures.

The cipher slide in question is in its simplest form such that it contains two fixed
well-ordered or jumbled-up letters of the alphabet on a piece of wooden bar, one on
top of another, or only at the top or at the bottom, and in the middle a little movable
ruler sliding along the bar, with another set of normal or jumbled-up alphabet. The
alphabet lists have to be duplicated on the fixed bar, as well as on the movable ruler.

The alphabet lists have to be duplicated on the fixed bar, as well as on the movable
ruler.

ABCDEFGHI |KLMMNOPRETUVEABCDEFGHI |JKLMNOPRETUWE I v irrmmp

abcdefghijkimnoprstuvzabedelfghijkimnoprstuve | 7| i e

ABCDEFGHI |KLMMNOPRSTUVEABCDEFGH I |KLMMOP HS-TI_.“.-'ZJ el

Volume 12, reference [3] presents the mode of usage of the cipher slide:

METHOD
OF ENCRYPTING AND DECRYPTING BY USING SPECIAL DEVICES
A) Usage of the cipher slide:

In this volume we are going to introduce a special method of encryption - called a
Saint-Cyr method, which in essence is nothing else than a mechanical application of
Vigenere’s method in the specified manner.

Moreover, this method also involves complex substitution



Starting from the then known methods for compromising (breaking) the
methods of encryption, and in order to obtain a higher level of security, the docu-
ment in Volume 10, reference [3] presents the technique of “double transposition”
An essential explanation of the double transposition is given in the following figure.

Ospe hemo msHeTn jour Texxe ciaydajese, jep je y IuTamy He caMo IMppoBame
jacHor TexcTa Beh 1 mpeunmgpaBame T. j. jeHaHIYT foOujeHa mMdpa MMa ce jour
jemaHITyT muQpoBaTIL.

OBakBM cucTeMu HII/I(i)POBaH)a MOTy C€ Ha3BaTu jOIJ.I n mmprBaH)e CUCTEMOM
AYIUIOT 3aM€ibBamba 110 Ta6III/II.U/I, KOjI/I MOJKe OUTY ca ICTUM UV HOBUM K/by49EM.

Ipyrum peunma, ako jefiaH jacaH TEKCT MI(PYjeMo 10 jeTHOM K/bydy, MI JOOVjeHy

mmdpy npemndpaBaMo, 6110 TUM UCTUM — NPBOOUTHMM K/by4eM VIV APYILUM
HOBUM K/by4eM. PasyMe ce fja je 0Baj Apyry Ha4MH MHOTO TEeXM U KOMIUIMKOBAHUjI.

System 15, reference [2] presents double transposition realized according
to the following paradigm:

— by using the chosen cipher algorithm make the first cipher text based on
the plain text;

- encrypt the cipher text one more time, in general, using another cipher
algorithm.

It is noted that the said approach of improving cryptographic security by
iterative encryption represents the basic principle of building the modern block
cipher procedures, in which the cipher text is made by repeated encryption using
the basic cipher transposition of low-level cryptographic security, thereby provid-
ing a high-level cryptographic security after a certain number of iterations.

Figure 3: Encryption in accordance
with Notebook 10, reference [3]

237



System 15, in its original form, in compliance with the one given in reference [2], is pre-
sented in the following two figures:

:_in-l-'rm-l'l L3188 HIH Iullhi o,
m;nn i"‘! “" :I'I ﬁ'

SASFEE| KRJTS SB0RS ¥ ZopasomTezNc) wEOYER, MAXSN O
:m:-umhhm;uﬂnl
:rﬂlmmmmn‘“wq
2ajs rpehy mEdpy Spojwmier Trerpua.
mmm---“-ﬁg__
TPame, o TEM BTC WPRG GAGB0 TPRFANR TPEOR TRaswTE ¥ Aosd)
Easd] mafyum. LA

ﬂ-mﬂmF U‘i'ﬁ# .'E
*-_,-dn_l'lﬁp—lm .
T 1 671 BSE BMB Hgtmni-#
ﬁg:-m ma

."t.

Figure 4: Encryption system no. 15, reference [2]



Figure 5: The table used in System no. 15, reference [2]
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As the final illustration, the following figure shows coding system 18 in its original form.

T W T R
g CHCTEN 10 ;

Jagna Tedasfn EpEsczemor odEims. Tadsaga Je m "
b sa poemER 20 60,000 pewm, wEje OTpANE DpeEade mpexo mmipe G00.
| AR FARLTE
5 Ceaxn npEn onfpa neTomRtpONGr FRFRO 60 3Py ERETIOSHE
& ape cxegoho SRdpo wHwe TREFEaM.
Cawo Specnipasans BpEw oo WA cEegehE mavERl Eerpeam
¥ OBANOM TPEFPAMY, NOJH 02 EFpEOV DRIDOM OBANGE AeTOURSTONGE
TEFOR, YNNG TPATpANS TOAED O ¥ Zoay Tafanme ¥ Eojs] o moms-
onmE SpojunEn SnTpasm, CIO0OINA EXipA SRAARDT TIRFEAMA SoSeaE
S8 ¥ Dopadid Sehos 383y Todasns FE & EoERoANl OpJaER of o
B Da
(o caops TPAFPAMSESET Tposntpatn ERiRdzue § OpeoeEy
GHTEnMA B cEofofNe mWSpE, m F BeprEEasNc) asdyme,.
APFES SEOBS NATRLEMO ¥ EOQESONTAENGY ASOFUR ¥ OpS0eEy
ferpasMn B cEGSOENG ONYFE WD DOTEWNGT ERlApOROT TRATEAMA.
e |
Jueam Tenwsr: 45RBF BLER]  BENAODE
Mpeestpars Ay S pv TATE V3
AEUSPLEARE
TeXoT MSNARNTE HA TpYDO of 4 cacen. CRaEo] TnEme) ERERN
TEFNE OIFOBSEA JeASN DETCONSFoNd TEFO, Xojs Zednjmes wa Taj Ho=
AR ET0 OFER oxchuamn daTEas  EeERlTY1eahs AR ERDPONE TRETERAM,
0 SpFER SEoETRNE OXrpas Ea Opsjemen ORrFpad.
Casie JSERSpOBSRS NPEW OO0 NE TA] WANAN OT0 OO0 NFRO SASRG
nahe ¥y BopTARAIN0) A3OymE, APFTC F XopRaoaTAamo] nafymA, REXGRR
FpacoiE ¥ 0S¥ TolEdme TRe &F HoRHCaH Spolyams NaRorpAME LA1E
WA BYEYy ERUpY, A DPE0MNE FLO oy EOAECANN ONTDAME DAy EAM IPYDE
Ipn Omipe TIErpaAMS. LPFCR caoEwans Sxrpad gesnfpyle o6 =n BOTR

WONEN BAE Of ¥ nesy yamunly camo mmipe Ourpasa xols oo mnby ¥
Eaxy wafaune FEc OF HOEHOSNE OECTaNT

M3 VY TETE uy
Misstpat 1 19332 BABE]  ZN4EE

MTocaegns ERe mESpe Kojo OCTAJY SnMeNETH EX OiToBApalyhms
GEGANER ES BOTTHEAINO B TOFTacaTazie asdyEs HEORIBOSARD

Figure 6: Encryption system no. 18, reference [2], which was used in its improved form in Yugoslavia and
for some time after the World War II
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ANALYSIS OF THE CRYPTOGRAPHIC SECURITY
OF CIPHER ALGORITHMS

The documentation at the Armed Forces General Staff contains infor-
mation about knowing a set of steps for breaking some, then well-known, coding
procedures. The knowledge about those procedures served as the starting point
for the design of the coding system resistant to then known attacks.

Volume 10, reference [3] presents an approach to the analysis of the
safety of cipher algorithms of “complex transposition with repeated encryption™:

Ila HuCMO 3HamM K/byd4, MU 6u cMo ra Mopanu Hahm, amu 6u mocao 610 MHOTO
KOMIUIMKOBAHM)J ¥ CKOIYAH Ca MHOTO BMIIE BPeMeEHa, jep OM MMany fia PemMo
TpU mpobiema:

ITpsu npo6nem: llndpy pemmdposary cucTeMyMa ¥ HauMHUMA OOjallibe-
HMM Y cBecty 6p. 8 1 9. VI ako 0BO M3IJIefja HEMOTMYHO, MITAK Ce MOpa IPHCTY-
[TV IPBO OBOM pajly I1a TeK OHJIA ICTPAXKMBAIby K/byda U JPYro. AKO MMaMo
Buire mmdapa ucTe fyXuHe, mdpoBaHe OBUM METOLOM, OIIET je MOCTYIIaK
VICTIL.

Opyru mpo6mem: JJo6MBIIM jacaH TeKCT, Tpeba ONPENUTH 3a CBAKO CIIOBO
mudpe MecTo Koje OHO 3ay3UMa y jaCHOM TeKCTY, I

Tpehn npo6mem: OfpennBIIN MeCTO 3a CBAKO C/IOBO IINdpe, Koje OHO 3ay3u-
Ma Y jaCHOM TeKCTY, IpoHahy Kjbyd II0 KOMe je M3BpIIeHa 3aMeHa.

OBaj mocrnen by Ipo6IeM Jenn ce Ha [jBa pyra 1 TO:
- Oppemntu Ly>XMHY K/by4a, 1
— YcIocTaBUTY K/byY OHAKaB KaKaB je y3eT.

Kao 1mro BuAMMO, II0CA0 je AT, TeXaK M CKOIYAaH Ca MHOTO CTPIUBMBOCTH, Ie-
[AHTHOCTH Y Pajy, BO/be ¥ METORUIHOCTH. IIpy ToMe ce 3axTeBa Hyboka CTynuja
U pe30HOBaIbe, jep ce 6e3 Tora He MOTYy MMATy Pe3yITary, — a MPUPOFHMU Jap U
CKJIOHOCT Ka Kpumnrorpaduju yopsahe TeMro pasa 1 cMamuTH rpelke, koje he ce
HEMIHOBHO I10jaB/bJBATIL.

Figure 7: Illustration from
the document Notebook

no. 10, reference [3],

about one of the approaches
for “breaking” the code
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Volume 13, reference [3], contains the following discussion regarding cryptographic
security:

Figure 8: Illustration of the analysis of encryption safety given in Notebook no. 13, reference [3]
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CONTRIBUTIONS TO THE EDUCATION IN CRYPTOGRAPHIC WORK

As noted in section 3, using a coding system required a trained cryptographer and to
that end an educational programme was set up for the training in cryptographic work.

Within the programme the focus was not only on introducing the techniques for en-
cryption known at the time, but much attention was also devoted to education in the domain
of evaluation of cryptographic security and the methods for compromising it. It is specially not-
ed that in educational documents, reference [3], the volume of text referring to techniques for
“attacking” the observed coding system usually far exceeds the volume of text dedicated to the
description and usage of the observed coding system.

In this section we are going to present some illustrative examples of educational materi-
als for working in the field of cryptography, as well as for techniques for breaking certain codes.

In accordance with all that was previously said, from among the volumes in the series
Cryptography: Code School, the following is presented as illustrative material:

o Volume: Basic Concepts;
o Volume 10: Complex Transposition with Double Encryption;

o Volume 14: An Introduction to the Methods of Encryption Using Key — Dictionary of Secret
Correspondence.

The invention of secret correspondence is anything but new. Cryptography has
its origin from the ancient times, the only difference being that those former
methods, systems and modes of usage were completely different from the cur-
rent ones.

Cryptography, or secret correspondence, is derived from the Greek word kryp-
tos, meaning “to hide”, and -graphy, meaning “to write”.

Cryptography or secret correspondence is in its essence, its purpose, and its
main objective, a very sensitive and delicate subject.

Sensitive — because the precision of work must be absolutely and fully guar-
anteed, and delicate, because the very content it conveys is of the most confi-
dential nature, whose disclosure in most cases may have grave and fatal conse-
quences. Greatest care must be taken of the organization, work and secrecy of
such correspondence.

Secret correspondence is regularly used by military institutions in times of
peace and war alike.

Diplomatic representatives must daily report to their government about the Figure 9: Content illustration
: . : ] of “Cryptography — general terms”
particularly important and confidential matters they found out in the states
L ) . K notebook, from the School
they are accredited in, which they regularly do by using a secret or code name. for Encryption Training, reference [3]
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